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The Sony PCS-1/1P Video Communication System provides advanced high-quality video communications and data
collaboration. It used H.323 as the underlying communications protocol.

H.323 messages between terminals contain details of the IP addresses and ports that the terminals want to use for signaling
and media streams. Should a terminal attempt to use private addresses to send/receive signaling or media, the connection fails
because they are un-routable. By correctly configuring the SonicWALL Internet Security Appliance and Sony PCS-1/1P, these
issues can be avoided.

This Tech Note details how to configure a SonicWALL Internet Security Appliance to allow use of all of the advanced features
found in the Sony PCS-1/1P. The SonicWALL Internet Security Appliance may be configured to use either Many-To-One or
One-To-One Network Address Translation (NAT) with the Sony PCS-1/1P.

This Tech Note applies only to the following SonicWALL Internet Security Appliances that runs Firmware version 6.x:
e GXclass products
e PRO, PRO-VX, PRO 100, PRO 200, PRO 230, Pro 300, PRO 330 products
e SOHO3 and SOHO TZW class products
e TELE3 class products

This Tech Note does not apply to SonicWALL products that run either SonicOS 2.5.0.4 (and newer) Enhanced or Standard
(such as PRO2040/3060/4060/5060 and TZ170). These products use advanced Deep Packet Transformation technology to
automatically interoperate with the Sony PCS-1/1P. No configuration is needed on SonicWALL products running SonicOS
2.5.0.4 and newer for the Sony PCS-1/1P. However, NAT mode must be disabled on the Sony PCS-1/1P to prevent addressing
conflicts when using these versions of SonicOS.
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Configuring the Sony PCS-1/1P

The Sony PCS-1/1P should be configured to operate in NAT Mode with the NAT IP Address being set to:
e that of the public (WAN) IP address of the SonicWALL Internet Security when it is configured to operate in Many-To-
One NAT mode, or
e a dedicated public address allocated for the Sony PCS-1/P when the SonicWALL Internet Security is configured to
operate in One-To-One NAT mode.

The following steps should be performed on the Sony PCS-1/1P:

1. Open the Administrator Setup Menu
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2. Select the LAN Setup Menu and move to the page with NAT settings:
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3. Use the following steps to configure NAT
e  Turn NAT Mode to On.
e Fillin the NAT Address with the correct public IP address (see above).
e Select Save when done.

SONICWALL>
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Configuring the SonicWALL

The following steps should be performed on the SonicWALL Internet Security Appliance (regardless of whether Many-To-One or
One-To-One NAT is to be used):

1. Disable H.323 Transformations.
As we will manually define the ports that the Sony PCS-1/1P will use, the integrated H.323 Transformations support
within the SonicWALL need to be disabled. Use the following steps to disable H.323 transformations:
e Click on Access and the Services tab.
e Uncheck the Enable H.323 Transformations box.
e Select the Update button.
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SONICWALL Network Access Rules (By Service)
General |
= LA Cut D7 In Public LAN Server
—I Web (HTTP) O 0.00.0
Filter
—I File Transfer (FTE) il 0000
Tools
—I Send Enail (SMTP) [ 0000
Access |
Retrieve Email (FOFP3) il 0000
Advanced |
Name Bervice (DI3) | 0.000
DHCP
—I News (NITP) O 0.0.00
VPN
| Ping 0 0.0.00
Anti-Virus
Key Exchange (TKE) O 0.0.00
E-mail Filter
I Any 0l
High Availability |
GSC Windows Networking (NetBIOS) Broadcast Pass Through

[ From LA to DMZ [] From LA to WAL
Windows Messenger

[ Enable Support

SIP
[J Enable SIP Transformations
H323
[] Enable H323 Transformations
RTSP

Enable RTSP Transfermations

Logot | STATUS: Ready

2. Add a custom service
Create a custom service that includes all of the TCP/UDP port ranges used by the Sony PCS-1/1P. Each range of port
numbers is added one by one to build up a service that covers the entire set of ranges.

Details of the port ranges used by the Sony PCS-1/1P can be found at the end of this Tech Note.

a. Start off by creating the custom service with the TCP port numbers used for Inbound Call Signaling. In the
example shown below, we have called it ‘Sony PCS-1/1P".

Use the following steps to create the custom service:
e Click on Access and the Add Services tab.
e  Fill in the Name field with Sony PCS-1/1P.
e Fillin both the Port Range fields with 1720.
e Select TCP as the Protocol.
e  Select the Add button.
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Services added here will appear in the "Services" page.

Add a known service: .
1 File Transfer (FTF) [21 B| ~
1 | [HTTP Mansgerment (B0 5]

O, add A custom sermte: HTTPS Managemend [443 5]

Ky Exchange (KE) [500,17]
Mame Sensce (DNS) [53,17]

[Custom Service| -

Hame

Sony PCS-1/1P Name Sence (DNS) [53 5]
News (NNTP) [1195]
Port Rasge™ Ping [8,1]
1720 L1720 Ping [0,1]
Deoteedd Retrigve Email (POP3) [1106] [»
TCPE) .,.l Enable Loggng [
Muddy | [ Delete

PR &

(R

*TCE Fort, UDF Fort, or ICMF Type

Loyt I STATUS: The configuration has heen updated.

b. Add the TCP port range used for outbound Call Signaling to the same custom service name - ‘Sony PCS-
1/1P’ in our example. By using the same service name, as that in the previous step, all the port ranges are
tied together.

Use the following steps to extend the custom service for outbound Call Signaling:
e  Fill in the Name field with Sony PCS-1/1P.

Fill in the Port Range fields with 2253 and 2363.

Select TCP as the Protocol.

Select the Add button.

Services added here will appear in the "Services" page.

Add a known service: .
- - 1 |/ ey Exchange (IKE) [500,17] [

[Custom Senice] X1 || Name Semce (DNS) [53,17]

O, add & custom sermce: | Name Senace (DNS) [S3 5]

W R

News (NNTF) [1195]
Hame Fing [B,1]
Sony PCE-111P Ping [0,1]
Retrieve Email (POP3) [1105]
Peat Range™ Send Email (SMTP) [256]
253 .23 Sony PCS-11P (1720 6]
wed (HTTF) [B05] v
Protocel
TCPE) v Enable Loggng [+]
Mogdy | [ Delste
[2ae]

*TCE Fort, UDF Fort, or ICMF Type

Loyt I STATUS: The configuration has heen updated.

c. For outbound RAS, add the same port range as in the previous step, but this time specify UDP as the protocol.
Again using the same service name as the previous steps. Remember to use the same service name as in the
previous steps.

Use the following steps to extend the custom service for outbound RAS:

e  Fillin the Name field with Sony PCS-1/1P.

e Fillin the Port Range fields with 2253 and 2263.
e Select UDP as the Protocol.

e Select the Add button.
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Services added here will appear in the "Services™ page.

SONICWALL™
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[Custom Senece] Yl Mame Serace [DNS) [S35]
Or, add a custom gervice:  [News NNTF) [1195]
Fing [8.1]
Hame Ping [0.1]
[Sony PCE-11P Retnieve Emad (POP3) [1105]
Send Emad (SMTF) |25 5]
FPort Range™ Sony PCS /P [17205]
2353 k23 Sony POS-I/1P [2253- 2263 6]
web (MTTP) [305] v
FProtocel
uoP(7) x| Enable Logang [
= = Mogdy | [ Delste

Add a known sernce: .
Mame Serace [ONS) [S3,17] &

*TCE Fort, UDF Port, or ICMF Type

Loyt I STATUS: The configuration has heen updated.

d. Finally, add the media port range to the same custom service. The actual range of port ranges added as part
of this step depends on the way the Sony PCS-1/1P will be used.

When the Sony PCS-1/1P will only be used in point-to-point mode (or a caller into a multipoint conference),
only a single UDP range needs to be added. . Remember to use the same service name as in the previous
steps.

Use the following steps to extend the custom service for the media ports:
e  Fillin the Name field with Sony PCS-1/1P.
e  Fillin the Port Range fields with 49152 and 49159.
e Select UDP as the Protocol.
e Select the Add button.

I
Lag | Services added here will appear in the "Services" page.
o
Ll A:_”_. :s ’mr | ||Name Serace [ONS) [535) -l
[l [Custom Senece] News (NNTF) [119 5]
Or, add a custom service: Ping [8.1]
Atasced | N Ping [0.1]
ame Retneve Email (POF3) [1106]
owee | Sony PCS-1/1P Send Emai (SMTF) [25 5]
Sony I 17208]
J Fort Range® Sony PCS-1/P [2253-263 6]
Ak-Virws | 4152 L 4ssa Sony PCS-1/1P [2253-2263,17)
e (MTTP) [S05] v
Protocal
[ ] VOPOT) e Enable Logging |
igh Avaitability
TI Woddy || Delete
| Add

*TCE Fort, UDF Port, or ICMF Type

Loyt I STATUS: The configuration has heen updated.

When the Sony PCS-1/1P is to be used as the main terminal for multi-point conference, a port range needs to
be added for each of the possible conference participants. With the current Sony PCS-1/1P this can be up to 6
ranges, with an offset of 20 being added to the port range for each participant. This step needs to be repeated
for each of the possible conference participants when using the Sony PCS-1/1P as the main terminal of a
multi-point conference. Each time an offset of 20 is added to the port range, so ranges 49172-49179, 49192-
49199, and so on would also be added.
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To complete the configuration of the SonicWALL Internet Security Appliance, perform only one of the additional stages (based
on whether Many-To-One or One-To-One NAT is to be used)

e Using Many-To-One NAT

Many-to-One NAT maps a subset of the TCP/UDP ports associated with the SonicWALL Internet Security Appliance
(public) WAN IP address to the Sony PCS-1/1P. Using this scheme, the Sony PCS-1/1P would be accessed externally
by using the SonicWALL WAN I[P address — even though it is assigned a private address behind the SonicWALL
Internet Security Appliance.

The custom service ‘Sony PCS-1/1P’ created in the previous section is now enabled by associating it with the IP
address of the Sony PCS-1/1P (192.168.1.10 in our example). Use the following steps to configure Many-to-One NAT:

1. Select Access and then click on the Services tab.
2. Fillin 192.168.1.10 in the Public LAN Server field associated with our custom service (Sony PCS-1/1P).
3. Click Update.

tog || Network Access Rules (By Service)

Filter
TI LANOw DMZIn  Publie LA Server
—I Web (HTTE) [ - 0000
=
File Transfer (FTF) [ LY 0000
TI Send Emad (SMTE) [ O oo
= | Betmieve Emad (POPZ)  [2) (] pooo
VPN
—I Hame Serace (DHS) [ O 0000
[ ] X
Hews (NHTF) [+ | 0000
[T —_—" S pees
ot ey Exchange (KE)  [9) o oonn
| Sony PCS-1F [9) o 192,168,110
Ay [ m]

Windows Networking (NetBIOS) Broadeast Pass Through
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Windows Messengor
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Loyt I STATUS: The configuration has heen npdared.

To ensure that calls are not terminated prematurely by the SonicWALL Internet Security Appliance, modify the timeout
associated with the custom service (Sony PCS-1/1P) to be sufficient for your maximum call duration. Configure the
following settings to define the access rule:

1. Click Access, then the Rules tab.

2. Click the edit icon next for the custom service we created (Sony PCS-1/1P)
a. Modify the Inactivity Timeout in Minutes to be sufficient the maximum call duration, 60 in our example
b. Select the Update button.

Edit Network: Accass Hule 3

Action (5 Alow O Deny
Service| Sony PCEAARP |

Interface Addr Range Begn  Addr Range End
Source | * |

Destmation | LAN | 192.168.1.103 192,168.1.103
Teers Allowed | 4| |
Apply this nde | stways v to (24-Howr Format)

Sun [»|pa| Sun v
Inactvity Timeout m Minates 50

Allow Fragmented Packets [

Settings below wall not take effect untl enabled on Advanced Ethernet page.
[ Enable Outtound Bandwndth Managenment

Guarasiteed Bandwidth 0.000 Kbps
Maxamum Eandwidth 0,000 Ebps
Bandwidth Prionty 0 highest ||
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Setup is now complete on the SonicWALL Internet Security Appliance to use Many-To-One NAT for the Sony PCS-

1/1P.

Ensure that the WAN IP address of the SonicWALL Internet Security Appliance matches that configured as the NAT

Address on the Sony PCS-1/1P.

e Using One-To-One NAT

One-to-One NAT maps the TCP/UDP ports for a dedicated external address to a private address hidden by NAT. Using
this scheme, the Sony PCS-1/1P would be accessed externally by using a dedicated public IP address — even though it

>PSONICWALL TECH NOTE:

is assigned a private address behind the SonicWALL Internet Security Appliance.

A One-To-One NAT mapping is setup that associates the IP address of the Sony PCS-1/1P (192.168.1.10 in our
example) with a unique public IP address (208.1.2.4 in our example). The unique public IP address should not be in

use by another device and match that configured as the NAT IP Address on the Sony PCS-1/1P.

Use the following steps to configure One-to-One NAT:

ouprwdE

Finally a rule needs to be added to allow incoming H.323 traffic for the Sony PCS-1/1P. Configure the following settings

Select Advanced and then click on the One-to-One NAT tab.
Select Enable One-to-One NAT and click Update.

Fill in 192.168.1.10 in the Private Range Begin field.

Fill in 208.1.2.4 in the Public Range Begin field.

Enterl in the Range length field.

Click Update.

KOVANCED

| Proeyfaay | ewast |

Lag | One-to-Cne Network Address Translation Ranges

Enable COne-to-Cne MAT[<]

@ Help

Private Fublic Rasge
Fange Begn Range Begin Lengh
Add Range 192 188.1.10 28124 1

[ Detets Range |

Loyt I STATUS: The configuration has heen updated.

to define the access rule:

1.
2.

Click Access, then the Rules tab.
Click Add New Rule and configure the following settings:
a) Check the Allow box.

b) Specify Service as Sony PCS-1/1P, the custom service we created.
c) Specify the Destination as LAN 192.168.1.10, the Sony PCS-1/1P in our example.

d) Modify the Inactivity Timeout in Minutes to be sufficient the maximum call duration, 60 in our example

e) Select the Update button.
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Add Netwark Access Rule
Action (3 Alow O Deny
Service| Sony PCS1AP E|
Interface Addr Range Begn  Addr Range End
Seures * |
Diestmation | Lan x| 192.168.1.103
Tsers Allowed | A1l )

1o (24-Howr Format)

Apply this ne abways |
Sun [se]go|Sun |
Inactvity Timeout m Minates 50

Allow Fraguented Packets [
Settings below wall not take effect untl enabled on Advanced Ethernet page.

[ Enable Outbound Bandwidth Management
Guarasteed Bandwidth Kbps
Maximum Bandwidth Ebps
Bandwdth Prionty

Resat

Setup is now complete on the SonicWALL Internet Security Appliance to use One-To-One NAT for the Sony PCS-1/1P.

Ensure that the unique public IP address (208.1.2.4 in our example) matches that configured as the NAT Address on

the Sony PCS-1/1P.

SONICWALL>
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Reference

Refer to the Sony PCS-1/1P documentation for up to date information regarding port range usage.
By default, the Sony PCS-1/1P uses the following port numbers:

1. Signaling ports
The signaling ports used are based on the firmware version being used by the Sony PCS-1/1P:

e Version 2.4 and onwards

Purpose Port Range

Inbound Call Signaling (TCP) 1720
Outbound Call Signaling and RAS (TCP and UDP) 2253-2263

e Version 2.2 to Version 2.32

Purpose Port Range

Inbound Call Signaling (TCP) 1720
Outbound Call Signaling and RAS (TCP and UDP) 2253-2303

2. Media ports (all Sony PCS-1/1P firmware versions)
For point-to-point calls, the Sony PCS-1/1P uses the following ports:

Purpose Port Range

Audio 49152-49153
Video 49154-49155
Far End Camera Control 49156-49157
Data Conference 49158-49159

A Sony PCS-1/1P that is acting as the main terminal in a multi-point conference will use additional UDP media ports for
each N" participant (after the first) of the conference:

Purpose Port Range

Audio 49152 +20x (N-1)
Video 49154 + 20 x (N —-1)
Far End Camera Control 49156 + 20 x (N —1)
Data Conference 49158 + 20 x (N — 1)

For example, when being using as the main terminal in a conference with three participants, the Sony PCS-1/1P will
use the following port ranges: 49152-49159, 49172-49179, 49192-49199.

These port numbers can be overridden through the user interface for the Sony PCS-1/1P. The configured values being used by
the Sony PCS-1/1P need to be specified on the SonicWALL Internet Security Appliance.

Created: 8/25/2004

Version 1.0a
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